July 2017
Visit our website at www.pcs4me.com

Ken Johnson, Newsletter Editor

CA LE N DA R
SIG = Special Interest Group
This Week's Schedule
July 15 - Saturday - 1:10-2:50 PM
General Meeting - Leader: Ray Carlson
Location: Prescott Public Library; Founders Suite A & B

First Hour: Backup 101
Dick Mason will present a talk called "Backup 101" with the aim of helping people of all skill levels set up a quality, fully automatic backup system. He will discuss the equipment required, the options available while configuring the system, and the part "the cloud" can play in a backup system. Several popular backup programs will be
described along with the results of a comparative test between them.
Following the formal presentation portion, the PowerPoint set will include a number of slides showing screen
shots with click-by-click instructions showing how to set up each of the programs discussed.
Second Hour: Phil Ball will present Tips and Tricks with insights into various topics that assist with regular computer activity.
In addition to the presentations, the following are typical events which take place at our General meetings:
1) We hold an informal Flea Market in which you are encouraged to bring in your excess computer equipment or software and
make them available for others to enjoy at no charge. Please deposit give-away items on the table in the back marked "Free
Stuff." Any items left here at the end of the meeting are subject to disposal.
2) If you have items that are just too good to give away, you may set up a separate table and hold your own sale.
3) We conduct a raffle of gift cards at the end of the meeting, so make sure to get a pair of tickets from whoever is in charge
and place one on the item you'd like to win.
4) We will also accept your used ink and toner cartridges for recycling. They are turned in to Think4Inc for credits which PCS
uses to purchase office supplies from them.

Future Meetings:
July 25 - Tuesday - 10:00-11:00 AM
Technology Help Hour - Leader: PCS Staff
Location: Prescott Public Library Training Lab; Third Floor
Ask a technology question and get help from members of the Prescott Computer Society. Bring your own
Calendar
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Future Meetings, continued:
laptop or mobile device or use a library laptop. This is a weekly drop-in service and registration is not required.
July 29 - Saturday - 1:10-2:50 PM
Smartphone SIG - Leader: Murray Smolens
Location: Prescott Public Library; Founders Suite A & B
Murray Smolens will discuss Smartphone-related topics.
August 1 - Tuesday - 10:00-11:00 AM
Technology Help Hour - Leader: PCS Staff
Location: Prescott Public Library Training Lab; Third Floor
Ask a technology question and get help from members of the Prescott Computer Society. Bring your own
laptop or mobile device or use a library laptop. This is a weekly drop-in service and registration is not required.

Note that these dates are correct at time of publication but are subject to change.
Up to date information can be found on our website, www.pcs4me.com
Unless otherwise noted, our meetings are usually held in the
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Murray Smolens
John Carter
Dick Mason
Ken Johnson

Need Help With Computers?
Did you know that the Prescott Public Library has a program of Computer mentoring on a
one-on-one basis? They have several experienced volunteers who will work with you using
one of the Library computers.
All you need to do is make an appointment with either the
"Ask a Librarian" personnel or go to http://www.prescottlibrary.info/.

Continued on pg 3
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Rational Backup Strategy
By Dick Maybach, Member, Brookdale
Computer Users’ Group, NJ
January 2017 issue, BUG Bytes
www.bcug.com
n2nd (at) att.net
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repair the damage. A worry here is that the malware may reside for some time before damage
appears, so that you back up the problem as well
as your software and when you restore from a
backup, you also restore the malware.
PC loss can occur when traveling with a laptop or
when one fails to the extent that repair isn't economically practical. You must replace not only the
hardware, but any original equipment manufacturer (OEM) software that is licensed only for the
lost machine. You can restore only your data from
backup.

In developing a plan to defend against the loss of
data and software from operator, hardware, and
software failures and malicious acts, it’s important
to take a systematic approach rather than responding to the latest sensational article or alarming ad.
Your first step should be to identify the threats. Otherwise, you could end up with a Maginot Line, an
expensive defense against an attack that didn't occur
and was ineffective against the one that did.
Common threats to PCs and the information they
hold include the following:

·

Operator errors are common. You mistakenly delete a
file, a directory, or an entire partition. If this involves your
software, it may disable the PC.

·

Software sometimes contains coding errors that create problems, which if serious enough can crash the operating system. Simply repairing the resulting damage doesn't cure the root cause. However, often symptoms appear
only under rare conditions, which means you can only
repair the damage and hope these don't recur.

·

Hardware malfunction often immediately disables the
PC, and the solution is to repair the failure and then restore any damaged data. Some problems, such as intermittent RAM failure can be difficult to identify and may
require a visit to the shop. Disk failure is common and this
requires replacement of the disk and then restoration of
the software and data it held.
Malware is software that is designed to cause damage.
Individual programs acquire colorful names, such as virus,
ransomware, rootkit, and Trojan horse. Each newly discovered name results in a new commotion, but the remedy is the same for all – remove the malware and then

Environmental catastrophe most commonly results from burglary, fire, storm, or flood. Here you
lose not only the PC, but perhaps all the material
associated with it, including documentation and
backup media. At some level, perhaps nuclear
holocaust or asteroid strike, you probably decide
you don't care as the loss associated with your PC
is trivial compared to other damage.
You will surely find that no single approach will
protect against all of these, and you may decide
to ignore some threats.
You have two software and data repair approaches: reinstall from the original sources or
recover from a snapshot of your disk taken previously. Only the latter is possible with data; the
receipts needed to recreate your 2012 tax return
are long gone, as are the vacation photos on your
camera's SD card. However, with software, you
have choices:
Use the original distribution media to create a fresh
installation, configure it, and apply any updates for the
OS and all the applications. This is tedious, but the result is a clean system, free of whatever problem
(assuming it's not with your hardware) that corrupted
your system. Most PCs are delivered with the operating system already on the disk and without its installation media; they have instructions on how to create a
repair disk, although you may have to dig to find them.
Most also have a recovery partition on the disk that
you can use to recreate the initial configuration. In my
experience, the hard disk is the PC component most
likely to fail, which of course makes the recovery partition unavailable. The software supplied with a PC is
almost certainly sold as OEM products, which means it
is licensed only for that hardware, and it often includes feature to prevent it from being used elsewhere. As a result, you need a separate set of recovery
Continued on pg 4
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media for each PC, and you need to be able to identify to
which hardware each set belongs.
Recovering the software from a backup is far simpler, because it restores all the software in one step, which has already been configured and updated. However, if the failure
was the result of a developing software problem, you also
install its root cause. For this reason, many keep backups
made at different times, hoping that if they go back far
enough, they'll find a clean one. Of course, when you restore an old backup, you most likely also restore your old
data, destroying any acquired since. Your recovery plan
must include a remedy for this.
There are several choices of backup media:

1. a backup directory on your system disk,

may decide to use two methods, one that backs up
continually to protect against operator error,
which are common, and a second that backs up
only periodically to protect against such threats as
malware.
Backup software is a poor area in which to experiment. Obtain it from well-known vendors with
good reputations. Consider only products with favorable reviews from responsible experts. Microsoft includes a suite of recovery software with its
operating systems, and you should have a good
reason for using something different. I discussed
their Windows 7 version of this in the February
2012 issue of BCUG Bytes and the Windows 10 version in the May 2016 issued, available at
www.bcug.com. =

2. a backup partition on your system disk,

After obtaining your choice, test it as best you are
able. For a thorough test, you would have to erase
your disk and restore a backup, but don't do this.
4. an external backup disk, and a cloud service.
Instead, make a copy of just one file or directory;
Only hard disks and cloud services have the capacity to then backup, delete, and restore it. Compare the
back up modern disks. Optical media capacities have
original and restored versions. If the recovery softnot kept up with those of hard disks, and far too much ware includes a bootable disk, test it on the PC
of it has poor reliability. Cloud service adds security
where you will use it to be sure it does boot. This
concerns, both because your data travels over the
will probably require that you make some changes
Internet and because you have entrusted it to an outin your BIOS. Record these before you change
side entity.
them back, as frequently, the BIOS settings must
be different for internal disks and external media.
As with the backup medium, you have choices about
You may also wish to obtain and test a reliable rewhat to back up. These include:
pair utility disk. If you suspect a virus infection, you
1. a complete disk image,
can boot with it and the virus won't be active. This
will allow you to copy your data files to an external
2. all the data files in the home directory, and
drive without its interference. I discussed some of
these tools in articles in the April, June, July, and
3. only those data files in the home directory that
August 2012 issues of Bytes.
have changed since the last backup.

3. a separate internal backup hard disk,

My strategy is that every week I have a scheduled
backup of all the data files that have changed since
the previous backup. This is to an internal hard
drive, separate from my system and data drives. As
a result, I limit my loss from most causes to the
data I generate in one week. Once a month, or
when I think of it, I back up to an external hard
Some backup program developers recommend that your PC
disk, all the data files that have changed since my
have constant access to the backup medium. While this inlast external backup. My operating system is Linux,
sures that all your data is backed up as soon as its created, it
and I have its installation USB memory stick. Alalso insures that malware also always has access to the
most all my applications are available from the disbackup. This is a good scheme for protecting against operatribution's repositories. As a result, it's convenient
tor error, but less so for protecting against malware and
to restore all my software as a fresh install, and I
software errors. For the latter, you want your backup medo this every two years, even if I have no probdium to be accessible for only very short periods of time.
lems, just to clean out the accumulated cruft. Reviewing this
Continued on pg 5
Some strategies include backing those OS and application files that have changed, but this can be risky, as
these often depend on each other. If you replace a file
but not something with which it interacts, the result
can be an inoperable system. With software, it's safer
to replace everything.
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plan against my list of threats, we see the following:

your BIOS. Later PCs use UEFI, which adds complexity.

·

If you decide to re-install the OS you can try to restore
from the PC vendor's recovery partition, which places
your computer to its state when you first purchased it.
You will have to reinstall all your applications from their
distribution disks and your data from a recent backup.

An operator error can destroy at most a week's work.

·

Similarly, most software errors and hardware failure
can delete up to weeks of work. Although if one affects
both the service and the on-line backup disk, I could lose
up to a month's worth, but this is very rare.

·

Malware could cost me up to a month, if it affects all
the disks. But malware in Linux is uncommon and, so far, I
have not had this problem.

·

Although I do have a laptop, I transfer any data to my
desktop as soon as I get home. As a result, losing it would
lose only the data acquired on that trip.

·

The weak point in my plan is environmental catastrophe, as all my PC gear resides in one room, and I could
lose all of it in one incident. I could improve by adding a
backup file server to our home network and locating it in
the basement or better by storing a backup drive at a
neighbor's or in my bank deposit box or using a cloud storage service.
You should make a similar assessment of your
backup plan against your own list of threats to see if
it needs adjustment.
Your recovery approach of course depends on what
is damaged. Your data resides in what is often called
the home directory, and this can be restored only
from a data backup. However, Windows may store
some of your data (such as Internet favorites and email data) in the system area, and recovering them
requires a system restore. The operating system and
applications reside in what's known as the system
area. They can be recovered by restoring a system
backup or by making a fresh install from the original
distribution media.
If you use Microsoft's backup software, system backups are in the form of full disk images. If your system
won't boot, it may be because the boot loader, or in
new PCs the UEFI partition, has been damaged.
These can be repaired in Windows system using the
Windows recovery disk. See the MS Website for instructions. If the BIOS ROM is corrupted, a competent shop may be able to help, but you may have to
return the machine its manufacturer.
How you recover depends of course on how you
backed up:
The fastest is to restore from backup as the result will be
software that is updated the last version of your data. If
this includes restoring the OS, you must be able to boot
from live media, which means you have to properly set up

If the recovery partition isn't available, you'll have to
use the OS distribution disk if you purchased it separately or its recovery disks if the OS was installed by the
PC vendor. (This of course assumes you created these.)
As a last resort, if the former isn’t possible or if you
doubt your abilities you can take your PC back to the
vendor who sold it to you or to an independent shop to
have the OS re-installed. You then must restore any
applications and your data yourself. It should be clear
that record-keeping is a very important component of
your plan. In particular, be sure to label your external
backup media and any notes. You don’t want to restore
from the wrong computer.
Creating and following a good backup discipline
require more than trivial knowledge, thought, and
time. Many computer owners choose to take a
“Do nothing and hope for the best” approach or
they follow the advice in the latest article or ad
they’ve read, and neither approach is sound. As a
last resort, there are commercial firms that will
attempt to recover data from damaged or corrupted storage media, but the results aren't certain and the costs are high (up to multiple thousands of dollars).Ω

Where to Get Tech Today
By Greg Skalka, President, Under the
Computer Hood UG, CA
February 2017 issue, Drive Light
www.uchug.org / president (at)
uchug.org

It seems we have more and more technology available
in the products we buy. Almost everything is getting
networked these days, and the categories of products
where electronics now play a major part continue to
increase. This has expanded the number of places to
get tech far beyond the traditional sources of a decade
ago. A lot of stores that used to be the traditional
sources for computers and technology have gone
away, while a lot more shopping for the devices
we need is done online.

Continued on pg 6
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It seems you can’t swing an HDMI cable in practically any room in the typical house these days
(including the garage and often the back yard)
without hitting something containing electronics.
Never mind the TVs, computers, game systems,
tablets and phones - electronics and connectivity
have worked their way into almost every device
and appliance you see. Practically every kitchen
appliance has the strong possibility of being connected to the Internet, controlled by a timer or
digitally enhanced. Refrigerators, microwaves,
stoves and dishwashers are now loaded with tech.
Even the lowly meat thermometer has gone digital.
Digital thermostats keep the house temperature
comfortable while saving energy. Wi-Fi reaches
into every corner of the house and even out onto
the patio, through repeaters and extenders. Voiceoperated assistants like Amazon’s Echo and
Google’s Home Assistant provide information and
control anywhere your voice can be heard. Lights,
camera, action - home control and alarm systems
control lights and appliances, allow remote monitoring and signal when security has been
breached. Even the laundry room gets into the act
with efficient washers and dryers with sophisticated features. With so much electronics in a modern automobile, you might have as many processors in your garage as in the rest of the house.
With all this technology spread throughout the
items in your home, practically every store has had
to become a technology store. Home improvement stores like Home Depot and Lowe’s are now
much more than lumber yards; since they sell so
many smart appliances and smart home devices,
their employees have to know more than just nails
and screws. The trick is getting good tech advice
from all those diverse stores that now sell smart
stuff. You can expect the Sprint, Verizon and ATT
stores to have tech-savvy employees, but what
about Walmart, Target, Costco, Ace Hardware and
O’Reilly Auto Parts?
Ghosts of Tech Stores Past
A few decades ago, there were specific places to
go to get high tech items, places like RadioShack,
CompUSA and Fry’s Electronics. There used to be
lots of small independent computer stores in San
Diego, mostly in the Kearny Mesa area. Maybe it
was the decline of the computer, the rise of tech in
everything or competition from the Internet, but

many of those tech stores are long gone, and the
ones remaining are struggling.
Many RadioShack stores have closed, and most
of the remaining stores are branded as “Sprint”
stores. Remember CompUSA, Circuit City and Incredible Universe? All of those chains couldn’t
make it and closed down. Best Buy and Fry’s Electronics have managed to survive, but are having
to work hard to compete with online retailers
and all the big box stores selling electronics. Apple and Microsoft have established their own
stores, but only in very limited markets.
The real battle in tech retailing is probably in
online sales versus brick and mortar stores. Amazon not only sells technology, but with their Kindle e-readers and tablets, Echo / Dot / Tap assistants and their warehouse automation to speed
up order fulfillment (and maybe even delivery
drones), they are also developing technology.
The irony is that while brick and mortar stores
are working hard to push their own online sales,
Amazon is starting to open physical stores.
So, where will your next tech purchase come
from? Will it be from Amazon, Fry’s, the Apple
Store, the Toyota dealer or REI?Ω

Computer Book &
Magazine Recycling
Service
Do you have old computer magazines or
books that you don’t need any longer? Bring
them to a General meeting. Just bring your
recent, but no longer wanted computer-related
material to a general meeting. We suggest not
bringing anything over a year old because they
are out-of-date.
Anyone, including guests, can help
themselves to any items on this table. There will
be no charge for any items. After the meeting,
remaining items will be discarded.

